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ABSTRACT: The significance of the internet of things (10T) has grown considerably due to the expanding user base apprehensive
computing and universal applications. It includes a wide range of devices, from simple objects to sophisticated sensor nodes, which
can be used to deliver multirange services. Cloud computing and loT offer life-changing potential for animal husbandry and
agriculture by improving sustainability, efficiency, and productivity. The vast amount of data generated by 10T necessitates cloud
computing, as standalone systems may struggle to manage it effectively. 10T with the cloud, known as the Cloud of Things (CoT),
proves instrumental in achieving the optimal objectives reliant on loT. In animal sciences, integrating the CoT may help in a
transformative era for animal care, monitoring, and research. With the utilization of loT devices and sensors, veterinarians and
researchers can gather real-time data on various aspects of animal health, behavior, and environmental conditions. The cloud-based
infrastructure of CoT enables the storage and analysis of vast datasets, allowing for comprehensive perceptions of animal well-being,
early disease detection, and behavior patterns, which not only enhance the efficiency of veterinary care but also opens new vistas for
research in understanding and addressing the complex health dynamics of diverse species. The use of CoT/IoT in animal sciences may
help to provide complete data-driven solutions for meeting the rising global demand for food and other agricultural products by
improving the growth, welfare, and health of animals. However, addressing challenges like infrastructure, data security, and costs will
help to fully understand the benefits.
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INTRODUCTION traffic, where the data generated by just 20 households

now exceeds the entire internet usage in 2008.
The future of computing depends on the combination of ~ Currently, the 1oT has emerged as a cornerstone
the 10T and cloud computing, ushering in a new era of technology, gaining significant adhesion across various

fully automated digital technology. 10T is not merely a sectors of Iife_ owing to its ability to_facilitate context-
concept or buzzword; significant progress is underway, ~ aware computing and general applications. The principle
making it an integral part of our daily lives. As we of 10T lies in its vast ecosystem of devices, ranging from
progress into the next-generation internet, leveraging loT ~ Simple objects to sophisticated sensor nodes, all
becomes crucial. Integrating loT with the cloud is interconnected to deliver innumerable services. However,

essential for harnessing and processing vast amounts of ~ the exponential growth in loT adoption has led to a
data. With the proliferation of connected devices, it's record swell in data generation, requiring robust
expected that soon the number of these devices will computational infrastructure for effective management.

exceed the human population connected to the internet. This is where cloud computing steps in, offering a
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of data. By integrating 10T with cloud computing, often
referred to as the CoT, organizations can unlock the full
potential of loT, leveraging its capabilities to achieve
optimal objectives and outcomes.

In the realm of animal sciences, the integration of CoT
represents a transformative approach to animal care,
monitoring health, and research. Through the utilization
of 10T devices and sensors, veterinarians and researchers
can access real-time data on various aspects of animal
health, behavior, and environmental conditions. This real-
time monitoring capability enables practical involvement
and management strategies, ensuring the well-being of
animals in diverse settings [137]. Moreover, the cloud-
based infrastructure of CoT serves as a centralized hub
for the storage and analysis of vast datasets, offering a
complete understanding of animal health and production.
The utilization of CoT in animal sciences not only
enhances the efficiency of veterinary care but also opens
new opportunities for research and innovation. By
connecting the power of data analytics and machine
learning algorithms, researchers can gain deeper insights
into complex health dynamics and disease patterns
among different species. Early disease detection becomes
feasible through predictive modeling and anomaly
detection techniques, enabling timely intervention and
mitigation strategies. Furthermore, the analysis of
behavior patterns within animal populations can shed
light on environmental stressors and habitat preferences,
informing  conservation  efforts and  ecosystem
management practices [123].

In short, the use of CoT in animal sciences represents a
paradigm shift towards general, data-driven solutions
aimed at improving the welfare and well-being of animals
[139]. By understanding the health and behavior patterns
in greater depth, stakeholders in the animal husbandry
field can plan more effective management strategies and
interventions,  ultimately  fostering a  symbiotic
relationship between humans and animals in the present-
day interconnected world.

Background

A. 1oT: The IoT represents a pivotal technological
advancement, extending the connectivity of millions of
devices to the Internet for data exchange. 10T's influence
spans across various domains, integrating sensors (see
table 1) into diverse environments [151; 152; 153]. This
interconnectedness signifies an important shift in
computing, surpassing traditional hardware and software
integration to include social interaction [2]. 10T's impact
is evident in automation [155] such as self-driving cars
[3], healthcare [4], home automation [5], energy [6], and
agriculture [7] sectors. For instance, loT facilitates data-
driven  decision-making and  machine-to-machine
communication in  self-driving cars, healthcare
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monitoring, and precision agriculture. The architecture of
loT typically comprises layers such as Perception,
Network, and Application, with some models including
additional layers like Middleware and Business [1, 8;
120; 119].

The 10T architecture consists of multiple layers, starting
with the Perception layer, which collects data from the
environment using sensors, RFID (radio frequency
identification) tags, cameras, and GPS [9]. The Network
layer transports this data to the Internet via gateways or
processing centers. The Middleware layer manages
services, stores data, and makes automatic decisions
before passing data to the Application layer. Here, data is
processed and presented in various applications such as
smart transportation, smart home, and intelligent
agriculture [154]. The Business layer focuses on
modeling works and services to generate revenue,
utilizing the processed data and services offered by the
Application layer [8]. These layers work together to
collect, process, and present data, ultimately creating
value and potential revenue sources for service providers,
as described in Figure 1.

10T revolutionizes industries by enhancing safety,
efficiency, and monitoring capabilities across various
production sectors [10; 132]. In aerospace and aviation, it
identifies counterfeit goods, reducing accidents from
unauthorized parts [11]. Automotive applications include
smart sensors for tire pressure and proximity detection,

alongside RFID streamlining manufacturing.
Telecommunications integrates 10T for innovative
services, while healthcare benefits from remote

monitoring and prompt intervention through RFID-
equipped mobile devices. In pharmaceuticals, 10T tracks
medications, ensuring compliance with regulations,
particularly for products requiring specific storage
conditions. Environmentally, 10T aids conservation by
efficiently managing resources through  wireless
identifiers. Generally, l0T's adaptability underscores its
potential impact on safety, healthcare, manufacturing,
and environmental monitoring.

A. 10T and the Food Industry: The IoT has numerous
applications in the food industry, revolutionizing various
processes from production to distribution to consumption.
loT sensors can monitor various parameters such as
temperature, humidity, pH levels, and more in real-time.
This ensures that food products remain fresh and safe
throughout the supply chain, reducing spoilage and
wastage [137]. Maintaining the integrity of the cold chain
is critical for perishable food items [138; 139]. loT
sensors can monitor temperature variations in refrigerated
trucks, warehouses, and storage facilities, ensuring that
products are stored at optimal conditions from farm to
fork [138].
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Table 1 The 10T, demonstrating its key aspects and applications.

Aspect Examples Description References

Definition Smart home devices, wearable ~ Network of interconnected devices (things) that 232; 233
health monitors communicate/exchange data over the internet.

Applications Smart lighting, remote patient Numerous domains such as smart cities, healthcare, 234; 235
monitoring, precision farming manufacturing, and agriculture.

Components Temperature sensors, motion Sensors, actuators, connectivity, data processing, 234
detectors, RFID tags and applications.

Technologies  MQTT, LoRaWAN, AWS loT,  Wireless protocols (Bluetooth, Wi-Fi, Zighee), 234; 235
Azure 10T Hub cloud computing, edge computing.

Challenges Data breaches, regulatory Security, privacy concerns, data management, 235
compliance interoperability, and scalability.

Examples Nest Thermostat, Fitbit, John Smart Home including HVAC control, and light 232; 234;
Deere Precision Ag controller. Healthcare includes remote patient 235

monitoring. Agriculture includes soil moisture
sensors. Industry Predictive maintenance.

1.Business 2. Application 3. Middleware
layer: Layer: Layer
Business model 9 Representation of * Decision Units
generation the graphic data « Data Analytics

—

%

_r@@

=C:

@ ‘/ Client
Router

y

Internet

.

Client

Application Layer
Figure 1. 10T or Programmable Object Interfaces Layers

loT-enabled inventory systems can track stock levels in
real-time. This helps in optimizing supply chain
operations, reducing overstocking or stockouts, and
minimizing wastage due to expired or spoiled products.
Blockchain technology integrated with 10T devices can
enable end-to-end traceability of food products.
Consumers can access detailed information about the
origin, production process, and journey of the food they
purchase, ensuring transparency and authenticity [139a].

Smart packaging equipped with 10T sensors can provide
information about the freshness and quality of food
products. These sensors can detect factors such as gas
composition inside packaging, indicating the freshness of
perishable items. 10T devices such as soil sensors, drones,
and smart irrigation systems enable precision agriculture
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practices. Farmers can monitor crop health, soil moisture
levels, and environmental conditions in real-time, leading
to optimized resource usage and increased yields [140].
loT-enabled vending machines and retail stores can offer
personalized recommendations based on customer
preferences and purchasing behavior. These systems can
also monitor inventory levels, automate replenishment
processes, and enhance the overall shopping experience.
The technology can assist in compliance with food safety
regulations by automating data collection, monitoring
critical control points, and providing real-time alerts in
case of deviations from safety standards [140].
Interpreting data collected from loT sensors, food
companies can gain insights into consumer behavior,
market trends, and demand patterns. This facilitates better
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production planning, inventory management, and
distribution  strategies [141]. loT-enabled kitchen
appliances can assist consumers in meal preparation,
recipe suggestions, and grocery shopping. These devices
can also track food consumption patterns and provide
nutritional understanding to promote healthier eating
habits [142].

These applications demonstrate how IoT technology is
transforming the food industry by improving efficiency,
safety, and sustainability across the entire supply chain.

B. Transforming Poultry Farming: A Sustainable
Approach with loT-Based Environmental
Management: Chicken is widely recognized as a popular
and nutritious source of protein [114], often considered
healthier than red meat [143; 112; 152]. The economic
feasibility of raising chickens for meat production,
coupled with the increasing global demand, has resulted
in substantial growth in the chicken industry [153; 162].

Nutritional Benefits and Versatility: Chicken is valued
for its high-quality protein, low cholesterol, and minimal
saturated fat, making it a preferred ingredient in diverse
culinary settings, including restaurants, hotels, fast-food
establishments, and social events [154]. The adaptability
of chicken in various recipes contributes to its widespread
popularity and profitability within the poultry industry.

Poultry Farming Methods: Chicken meat primarily
comes from two farming methods: open type poultry shed
(traditional farms) and controlled-shed poultry farms
(modern farms). Controlled-shed poultry farms are
recognized for their higher efficiency and productivity
compared to conventional farms [155].

Environmental Impact on Chicken Health: The
production of chicken meat is closely linked to
environmental factors such as the chick's growth
environment, rearing duration, and farm care practices
[155]. Inadequate care in farmhouses can lead to chicken
health issues, including respiratory, digestive, and
behavioral problems, especially in controlled sheds.
Broiler chicks are found to be more sensitive than breeder
chicks [156].

Environmental Parameters and  Challenges:
Maintaining specific environmental parameters, including
temperature, relative humidity, oxygen levels, carbon
dioxide concentration, ammonia gas levels, and carbon
monoxide levels, is vital for poultry health [126; 134;
135; 136; 157]. Mismanagement of these factors can
result in increased costs, bio-security risks, and hindered
business growth.

Digital Technologies in Poultry Farming: There is a
growing interest in leveraging digital technologies for
sustainable poultry farms [158]. The manual operation of
environmental components in poultry farms can lead to
suboptimal outcomes, including compromised food
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quality, increased expenses, and hindered business
expansion. Digital innovations, such as smart farming,
have the potential to improve efficiency, economic
returns, environmental sustainability, and working
conditions in the field [159].

Population Growth and Sustainable Resource Use:
The global demand for food, particularly chicken meat,
has risen with rapid population growth. Ensuring
sustainable use of natural resources, including water and
food, has become imperative. Digital innovation in
agriculture, as highlighted by the United Nations Food
and Agriculture Organization, holds promise for reducing
poverty, hunger, and mitigating climate change
consequences [121; 160; 161].

Scholars have widely investigated concerns related to the
environment of poultry houses [162] and probed into
technological advancements in poultry farming aimed at
boosting productivity and mitigating greenhouse gas
emissions, specifically focusing on smart poultry
management systems [122; 160; 161] underscored the
direct influence of environmental conditions on poultry
well-being and productivity, while Tjao et al. (2019)
emphasized the importance of maintaining optimal
temperature levels for different age groups of chickens.
Veeralakshmi et al. [164] reported ammonia as a
significant environmental pollutant produced from
chicken farming, impacting both the ecosystem and bird
health. Researchers such as Thamba et al. [166] and
Natraj et al. [166] highlighted the need for monitoring
factors like light exposure and egg quality in controlled
sheds. Moreover, recent studies by Vijayan et al. [167]
proposed intelligent algorithms like ECCO (Error
Correction Chaos Optimization) to enhance energy
efficiency and minimize the Age of Information in
Industrial IloT systems, illustrating the dynamic
evolution of digital solutions in poultry farming [127].
Collectively, these studies emphasize the interdisciplinary
nature of poultry farming, tackling challenges through
technological innovation and comprehensive
environmental management.

The Poultry Environment Monitoring System (PEMS)
incorporates a range of software tools into its integrated
software and hardware framework. Eclipse, a widely used
integrated development environment (IDE), is employed
for the creation and management of PEMS's software
components [128; 168]. MySQL, a robust relational
database management system, serves as the foundation
for data storage and retrieval in PEMS, efficiently
handling structured data using SQL. Complementing
MySQL, MySQL Workbench provides a graphical tool
for database schema design and administration [20; 129;
129a]. WildFly, a modular and lightweight application
server, functions as the runtime environment for PEMS's
web-based application, ensuring seamless communication
with the underlying hardware. The Java Development Kit
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(JDK) is an important toolkit for the development of
PEMS's software, facilitating the creation of core
functionality by the Java language programming. PEMS
is deployed (as a dynamic web-based application) on
Amazon Web Services (AWS) and offers secure user
access via a URL. Authorized users can observe
environmental and auto conditions, tracking data trends,
and making informed decisions to improve poultry health
conditions and production across diverse range of farm
houses [157]. The integration of WildFly, MySQL
Workbench, Eclipse, MySQL, and JDK constitutes the
technological foundation that allows PEMS to offer real-
time insights and actionable data for real poultry farm
management.

Building upon the identified limitations and
opportunities, future research and development can
explore several avenues. Firstly, extending the study to
include multiple poultry farms would offer a wide-
ranging understanding of varying challenges across
different farm settings. Analyzing data from several
farms could lead to the identification of best practices and
guidelines for ideal environmental and management
conditions [21].

Secondly, the integration of data analytics and machine
learning techniques [22] could improve the proficiencies
of loT-based sensor systems. For this, advanced
algorithms could sense patterns, guess potential
deviations, and recommend practical interventions to
maintain ideal environment conditions.

Moreover, the integration of automated actuators sensor
systems with control mechanisms could allow real-time
modifications based on sensor analyses [23]. This would
create a more intelligent and self-regulating farm
environment, reducing the reliance on manual
interventions and optimizing resource utilization [118].
Additionally, the utilization of energy harvesting
techniques [24] for the longevity of 10T nodes may also
be recommended. These future research directions aim to
enhance the efficiency, intelligence, and sustainability of
poultry farming practices.

The provided information discusses the implementation
of an loT system in a poultry farm to monitor and control
various environmental parameters crucial for the well-
being and growth of chicks. Let's segregate the poultry-
related data along with the respective references:

Temperature Monitoring (SHT20 Sensor): The
temperature range remained within standards, but it
dropped below 30 °C in the last 2 days.

Alerts are sent if the temperature falls below 30 °C,
prompting corrective actions. [08]

Relative Humidity Monitoring (SHT20 Humidity
Sensor): Alerts are generated if RH falls below a
predefined threshold for timely corrective actions.[08]
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Oxygen Concentration Monitoring (Grove 02
Sensor): Higher oxygen concentration contributes to a
favorable environment for chick growth.

SMS alerts are triggered if oxygen levels fall below a
critical threshold of 16% [25].

Carbon Dioxide Monitoring (MQ-135 Sensor): The
system generates SMS alerts if CO2 levels exceed 500
ppm threshold for timely corrective measures.[26]

Carbon Monoxide Monitoring (Winson ZEO7-CO
Sensor): Continuous monitoring ensures timely detection
of variations, with SMS alerts triggered if CO levels
surpass 500 ppm.[27]

Ammonia Gas Monitoring (Winson-ME3NH3
Sensor): An automatic alert system sends high-priority
notifications to the supervisor and medical personnel if
ammonia levels exceed 80 ppm.[14; 124]

A An Environment of Cloud Computing: Cloud
computing has significantly alleviated concerns regarding
resource management and maintenance for users. Recent
trends in information technology indicate that cloud
computing can shift computing processes from individual
desktops to the World Wide Web (WWW). Under this
model, users are responsible for covering the expenses
through a Pay-as-you-use system. Devices such as
smartphones can serve as interfaces to data centers in
cloud computing. Presently, most devices rely on cloud
computing for data processing, making it a fundamental
component of modern computing. Cloud computing plays
a crucial role in our lives by enabling us to store data,
including memories and documents, on the cloud for
universal access, with minimal risk of loss due to its
backup features. Its utility extends across various fields,
including marketing analysis [12], E-government [13],
industry [14] Healthcare [15], and E-education [16]. In
the marketing realm, past data stored in the cloud is
leveraged to inform future decisions and drive product
promotion strategies. Government services such as online
degree verification, visa applications, and FIR systems
rely solely on cloud computing infrastructure for their
operation. Industries utilize cloud computing to
consolidate data from various units into central
repositories, facilitating supply chain management and
product development efforts. Patient data is securely
stored in centralized cloud platforms, enabling efficient
diagnosis and ongoing monitoring of individuals with
similar medical conditions. The advent of cloud
computing has been instrumental in enabling online
education, particularly significant during the COVID-19
era. E-learning, enabled by centralized data processing
and advanced resources, has proven more effective than
traditional learning methods. Cloud computing represents
a comprehensive integration of parallel computing, grid
computing, and distributed computing paradigms
[17;18;19;20;21; 130;131].
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Cloud computing simplifies access to data centers
without the need for cumbersome computing and storage
devices. It also facilitates the sharing of extensive media
content. With its rapid advancement, cloud computing
has become the latest cutting-edge technology. Offering
highly manageable, schedulable, and scalable virtual
servers, storage, network bandwidth, computing power,
and virtual networks, cloud computing caters to users'
affordability and specific requirements. Media
management is a crucial aspect of cloud computing,
particularly concerning the sharing and organization of
vast amounts of digital media. Cloud computing provides
a manageable and convenient solution for container
handling across various distributed environments,
allowing for seamless access from devices to high-grade
servers without the hassle of managing large storage
devices.

Hence, it is crucial to delve into the significance of
intelligent communication rooted in Fog computing and
smart gateways, which form the cornerstone of smart
communication. This involves the convergence of loT
with Cloud computing, commonly referred to as the CoT.
Additionally, it is essential to explore performance
evaluation through machine learning techniques,
facilitated by centralized data processing and state-of-the-
art resources.

When discussing the global computing network, it's
evident that the count of connected devices has surpassed

the world's population since 2011. The tally of connected
devices has already exceeded 9 billion and is projected to
soar to approximately 24 billion by the conclusion of
2020 [19]. As the number of connected devices continues
to rise, there is an anticipated surge in the volume of data
generated [22]. Storage of data locally temporarily can
pose challenges, highlighting the need for renting storage
space to ensure the utilization of this stored data is
worthwhile. Mere data processing to generate
information is insufficient; rather, this information must
be transformed into intelligence for users. Achieving this
requires additional processing, which is not feasible at the
10T end due to the lightweight and cost-effective nature
of the devices. Cloud computing emerges as the optimal
solution for this processing on a rental basis. The
convergence of cloud computing and 1oT in such a
manner gives rise to a novel model known as the CoT
[23; 24].

The CoT aids loT in resource management and offers
more efficient and cost-effective methods for service
delivery. Through CoT, an expanded and innovative
array of services is made available. CoT facilitates
seamless and universal access to services for users,
thereby broadening the scope of offerings. Consequently,
service providers stand to gain increased revenue.
Additionally, CoT enables robust analysis of data
generated by 10T, enhancing the effectiveness of time-
sensitive and emergency-related 10T data interpretation.

Figure 2. CoT

SYSTEM ANALYSIS:
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1. 3.1: EXISTING SYSTEM: Traditional poultry
farming systems are primarily manual, complex, and
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costly, with inaccuracies in measuring temperature and
humidity, posing risks to chicken health and the coop
atmosphere. These systems, often non-user-friendly and
environmentally unfriendly, depend heavily on manual
labor and face challenges like high maintenance costs and
power outages.

2. 3.2: PROPOSED SYSTEM: In contrast, the
proposed "Poultry Pal" system employs loT
technology to create a more secure, predator-
proof coop without traditional latches. It utilizes
sensors for monitoring temperature, humidity,
and water levels, enhancing chicken safety and
health. Data monitoring and notifications are
managed through the MYMQTT application,
with data storage in the ThingSpeak cloud
application, offering a more efficient and
automated poultry management solution.

C. 4. HARDWARE USED: Node MCU, Servo

Motor, Water level Sensor, DHT11, Piezo Electronic
Buzzer, PIR Sensor, IR sensor, LED, Connecting Wires.

5. SOFTWARE USED:

. Arduino IDEVersion1.8.13

. Operating System Windows 7 and above
(64bits)

6. LIST OF MODULES

1. Coop Open and close using an Infrared sensor
2. Detecting the presence of chicken in the coop
with a passive infrared sensor.

3. DHT11 detects the range of temperature and
humidity

4. The water level depth sensor identifies the level

of water in the coop

1. Coop Open and close using Infrared sensor:
The coop utilizes an IR sensor to detect chickens,
automatically opening and closing the door upon
detection. This sensor, emitting light in the infrared
spectrum, can measure object heat and motion. The
system comprises an infrared source, transmission
medium, optical components, detectors, and signal
processing, using infrared lasers and LEDs for effective
operation.

2. Detecting the presence of chicken in the coop
with a passive infrared sensor:

PIR sensors, used for motion detection, are efficient and
durable. They operate by detecting infrared radiation
levels, with a design that splits the sensor to identify
motion changes, not

average IR levels.

Figure 4-PIR SENSOR (Adafruit's Profile -
Instructables)
3. DHT11 detects the range of temperature and
humidity: The DHT11 sensor, available as both a sensor
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and module, measures temperature and humidity. It uses
a thermistor and capacitive humidity sensor, offering a
temperature range of 0-50°C and humidity range of 20-
80%, with a 1Hz sampling rate for accurate, real-time
data.

Figure 5- DHT11 (DHT11 Sensor Pinout, Features,
Equivalents & Datasheet (components101.com))

4, The water level depth sensor identifies the
level of water in the coop:

The water level depth sensor in the chicken coop
monitors water availability, alerting users via mobile
notification. It's a low-cost, probe-type sensor, effective
for various materials, and requires calibration for specific
substances and tank designs.

Figure 6- WATERLEVEL SENSOR
SYSTEM ARCHITECTURE (Water Level Depth
Sensor Module — QuartzComponents

Blockchain and CoT: Bitcoin, which was created in
2008 by a person going by the name Satoshi Nakamoto,
is most commonly recognized for its use of blockchain
technology [25].

In recent times, researchers have shown growing
interest in blockchain technology, recognizing its
potential to extend beyond Bitcoin and enable diverse
applications. Central to the concept of blockchain is
decentralization, which involves distributing the
blockchain across a network of nodes. Each node
possesses the capability to initiate, authenticate, and
validate new transactions for inclusion in the blockchain,
along with the ability to scrutinize the activities of other
network entities. This decentralized architecture, offering
tamper-resistant properties and mitigating single-point
failure risks, ensures the stability and security of
blockchain operations. Blockchain  technology
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encompasses two main types: public (or permissionless)
and private (or permission) [26]. In practical applications
such as CoT, blockchain can provide robust security
features. The paramount feature of blockchain is
decentralization, wherein transactions are managed
without reliance on a single point of control [27].

Challenges Associated with CoT: Allowing universal
participation in 10T and subsequently granting access to
all resources through cloud computing presents
significant challenges. Numerous issues must be
addressed for the success of the CoT, which holds
potential benefits for both global advancement and
humanity. As CoT ventures into broader commercial
applications, the risk posed by malicious actors escalates.
In hybrid cloud environments, which incorporate both
private and public clouds utilized by enterprises, ensuring
security, privacy, and particularly identity protection
becomes progressively crucial [28].

Following are some of the main issues.

Protocol support: Various protocols will be employed to
connect diverse devices to the Internet. Despite having
uniform entities like an loT sensor, it's conceivable that
different protocols such as WirelessHART, ZigBee, IEEE
1451, and 6LOWPAN may be utilized by separate
Sensors.

Energy efficiency: The widespread utilization of sensor
networks and cloud connections leads to extensive data
exchange, which consumes significant power. A standard
wireless system comprises four components: a sensor
device, a processing unit, a transmitter, and a power unit.
Power plays a critical role in video sensing, encoding,
and decoding processes. Generally, video encoding poses
greater challenges compared to decoding, primarily
because encoders must evaluate video redundancy to
achieve efficient compression [29]. Relying on a battery-
based temporary power source that necessitates frequent
replacement isn't feasible, especially given the vast
number of sensors and low-power devices. Instead,
sensors should have the capability to harness electricity
from their surroundings, such as from the air, vibrations,
and solar energy. Additionally, implementing an efficient
sleep mode could prove highly beneficial in conserving
energy in this context [30].

Resource allocation: Resource allocation becomes
challenging when unforeseen and diverse loT devices
request resources on a cloud. It would be exceedingly
difficult to ascertain the precise resource requirements for
a particular organization or loT. The type, quantity, and
frequency of data generation need to be aligned with the
sensor and its intended purpose. Additionally, sending a
test packet from the new node could prove beneficial.
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ZigBee

6LOWPAN

WirelessHART

—8-- IEEE 1451

Figure 7. Protocol Support and example (This figure is adapted from Azam et al., 2014 and then edited)

Identity = management:  Across the  Internet,
communicating nodes are uniquely identified,
necessitating distinct identities when they become part of
the 10T. This requirement extends to mobile devices,
which must establish identity mapping within the new
network they've joined, such as sensor nodes on vehicles
and other objects. Assigning IPv6 addresses presents a
practical solution in this regard, as the expansive address
space of IPv6 can accommodate the needs of ubiquitous
networking.

IPv6 deployment: Adopting IPv6 formally would
present another challenge if it were to serve as the means
to identify communication devices. The advantages of
assigning IPv6 addresses to objects would be limited
without the implementation of a suitable, standardized,
and efficient coexistence method [31].

Service discovery: In the realm of the 10T, the
responsibility of discovering new services for consumers
lies with the cloud manager or broker. Objects have the

flexibility to join or exit the IoT at any given time, with
some nodes being portable. This dynamic nature poses
challenges in finding new services, understanding their
status, and updating service offerings. Complex and
extensive 10T deployments may necessitate the presence
of an loT manager, tasked with overseeing the state of
10T nodes, tracking mobile nodes, and maintaining up-to-
date information on both existing and newly integrated
nodes. To facilitate these tasks, a standardized method of
service discovery becomes imperative.

Quality of Service Provisioning: As data volume
expands and factors such as diversity and unpredictability
come into play, Quality of Service (QoS) becomes a
challenge. Any type and amount of data could be
generated at any given moment, including potentially
critical emergency information. Prioritizing requests
dynamically becomes necessary on the cloud side to
address these variations in data volume and urgency [32].

Malaysia Asia Pacific

Figure 8. Location of data storage on the cloud (This figure is adapted from Azam et al., 2014)

Location of data storage: Location plays a crucial role
in handling sensitive data that is sensitive to latency or
jitter. Time-critical data, like video content, should be
stored as close to the end-user as possible to minimize
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access time for large datasets (See Table 2). Virtual
storage servers nearest to the user should be designated
for multimedia data.
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Table 2: summarizing the location of data storage on various cloud platforms

Cloud Reference | Storage Specific Description
Provider Type Services/Tools
Amazon 227 Object Glacier, Amazon S3 | Scalable storage for unstructured data, such as media
Web Storage files and backups.
Services 227 Block EC2 Instance Store, | Low-latency storage for applications, virtual machines,
(AWS) Storage Amazon EBS and databases.
227 File Amazon EFS Managed file systems for shared access and persistent
Storage storage.
Google 229 Object Google Cloud Storage for unstructured data with high durability and
Cloud Storage Storage, Nearline, availability.
Coldline
229 Block Google Persistent Persistent disk storage for containerized applications and
Storage Disk VMs.
229 File Google File store File storage service for applications needing a file
Storage system interface and shared file storage.
IBM 230 Object IBM Cloud Object Flexible storage for large datasets and unstructured data.
Cloud Storage Storage
230 Block IBM Cloud Block High-performance storage for demanding databases and
Storage Storage workloads.
230 File IBM Cloud File Scalable file storage for shared access and/or data-
Storage Storage intensive workloads.
Microsoft | 228 Blob Azure Blob Storage, | Scalable storage for unstructured data like documents
Azure Storage Archive Storage, and media files.
228 Disk Azure Managed High-performance storage for VMs, applications, and
Storage Disks databases.
228 File Azure Files Managed file shares for on-premises deployments or
Storage cloud.
Oracle 231 Object Oracle Cloud Object | Scalable storage for storing any type of data in its built-
Cloud Storage Storage in format.
231 Block Oracle Cloud Block | High-performance storage for databases/enterprise
Storage Volumes applications.
231 File Oracle Cloud File Managed file storage for high-throughput applications
Storage Storage and/or workloads.

Security and privacy: The future landscape of
ubiquitous computing will present heightened challenges
in terms of security and privacy. Both the cloud and loT
sectors will face issues concerning data security,
paralleled by growing concerns surrounding privacy. As
reported by The Independent on February 01, 2013,
British internet users' personal information stored on
prominent "cloud" platforms may be subject to routine
surveillance by US authorities.

A Fogging and smart gateway-based
communication: As connectivity expands to encompass
everything on the Internet and data generation
proliferates, there may come a point where uploading
data becomes unnecessary or when data is no longer
required. In such scenarios, options should be available to
either cease data production at the devices/sources or
provide instructions to a gateway device regarding when
to halt data transmission. This approach is essential to
prevent needless consumption of cloud and network
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resources. To achieve this level of efficiency, a gateway
device connected to the 10T endpoint should be granted
additional permissions to perform preliminary processing
before transmitting data to the cloud and the Internet. The
smart gateway device must possess knowledge about the
data to be sent and the timing of data transmission, based
on feedback provided by the application. Such a gateway
device, equipped with these capabilities, is commonly
referred to as a Smart Gateway [23; 24]. This approach
aids in conserving cloud resources by minimizing the
storage of unnecessary data. Data authorized for upload
by the gateway is stored in the cloud and utilized to
provide services to the user.

Working on a Smart Gateway: Currently, fog
computing enjoys widespread utilization globally,
particularly in urban settings where it facilitates tasks
such as traffic light control and parking space monitoring
through centralized systems and applications. Its
application extends to resource management as well [34;
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33] mobile networks [35] Health Care [36] as well as in
smart cities [37]. In the future of network devices, the
Smart Gateway holds significant importance [38].
Serving as the link between devices and the internet, it
plays a crucial role in facilitating intelligent
communication. Unlike traditional gateways, a Smart
Gateway optimizes data transmission by filtering out
unnecessary information, thereby reducing traffic and
enhancing data quality. This capability proves invaluable
for ensuring quality assurance and swift data transmission
to cloud services. Smart Gateways operate through two
modes of communication: single-hop, where sensor
nodes and devices connect directly to the Gateway, and
multi-hop, where devices are indirectly linked. Integral to
IoT architecture, Smart Gateways must intelligently
manage various 10T features. Their functions encompass
data collection and preprocessing, data purification and
structuring, elimination of redundant data, uploading
essential data to the cloud, monitoring I0T node energy
consumption, ensuring data privacy and security, and
overall service management and monitoring. Data
collected from 10T devices can either be directly
transmitted to the Smart Gateway or relayed through
multiple 10Ts connected to base stations, which then
forward the data to the Smart Gateway [150]. Depending
on the communication approach, Smart Gateways can be
classified into two types.

1). Less Functionality-based (Single-hop)
communication with the smart gateway: This mode of
communication is typically deployed on a small scale,
where the number of transmitting nodes is limited and
each node has a specific role to fulfill. In a single-hop
connection, devices and/or sensor nodes are directly
linked to the gateway, which receives the data and
forwards it to the Fog before transmitting it to the cloud
[159]. For instance, in smart healthcare applications,
sensors are directly connected to the gateway, enabling
swift response and monitoring. The gateway can also
relay data to the Fog and then to the cloud in scenarios
involving machine-to-machine (M2M) communication.
The Smart Gateway, in conjunction with Fog computing,
can perform security measures, data enhancement,

refinement, and filtering based on the specific
requirements of incoming requests.
2). More Functionality-based (Multi-hop)

communication with the Smart Gateway: In scenarios
where  multiple sensors and loT devices are
interconnected, establishing a direct connection to the
gateway becomes impractical. Sensor networks and 10T
systems often employ their base stations and sink nodes.
A multi-hop communication setup arises when the
gateway receives data from these base stations and sink
nodes. In such situations, nodes are typically more widely
distributed. The gateway consequently encounters
heterogeneous data, necessitating extensive analysis and
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processing. Sink nodes enhance security by adding layers
to messages, effectively creating a barrier between
external entities and the underlying sensors and devices,
akin to a black box. This customizable security approach
aligns with the requirements of wireless sensor networks
(WSNs) and loT systems. Sink nodes manage sensor
networks according to their specific constraints. In such
scenarios, the gateway's responsibility lies in handling the
diverse data received from 10T devices, heterogeneous
devices, and WSNSs, necessitating interoperability and
transcoding capabilities. These tasks can be accomplished
by leveraging fog computing resources or by ensuring the
gateway possesses sufficient intelligence. This setup is
particularly suited for large-scale WSNs/IoTs, such as
automobile trackers, climate controllers, and other mobile
objects.

A Fogging: The term "Fog Computing" denotes
the concept of bringing networking resources closer to
the underlying networks, forming a network that bridges
the gap between traditional cloud environments and the
edge of the network. With the integration of Fog
Computing, the conventional cloud computing paradigm
extends toward the network edge, facilitating the
development of more robust services and applications.
Fog Computing operates as a virtualized model, offering
storage, computation, networking services, and traditional
cloud functionalities between end nodes within an loT
ecosystem [39]. Unlike traditional cloud setups, Fog
Computing is not restricted to the network edge but
instead reaches applications and services through
dispersed deployments. Fog Computing excels in
delivering high-quality streaming to mobile nodes, such
as moving vehicles, by strategically positioning access
points and proxies along routes and highways. It caters to
applications with stringent latency requirements,
including gaming, augmented reality, and video
streaming. In future smart communication systems, Fog
Computing is anticipated to play a pivotal role. Many
functions performed by standalone gateways can be more
efficiently executed within the context of a co-located
smart Gateway or smart network. Additionally, for
various services, the deployment of virtual sensor
networks and virtual sensor nodes becomes necessary, as
physical networks and nodes alone may not suffice. With
the presence of Fog Computing alongside smart
Gateways or networks, tasks such as data security and
privacy, preprocessing, and temporary storage can be
seamlessly handled. Fog Computing's localization
enables enhanced context awareness and low-latency
communication. It facilitates the delivery of real-time
data, particularly crucial for delay-sensitive applications
such as healthcare services. Before data is forwarded to
the cloud for further processing, Fog Computing
performs preprocessing tasks and notifies the cloud
accordingly.
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The varied characteristics of nodes frequently
lead to a wide range of data types, presenting challenges
regarding transcoding and interoperability. Fog
Computing plays a pivotal role in tackling these
challenges. Additionally, Fog Computing facilitates the
integration of multiple Wireless Sensor Networks

Feedback Based
Processing

"' Smart
+ Gateway

IoT

(WSNSs) and 10T systems by enabling their federation at a
centralized point, thus streamlining their connectivity
through the Fog. In this way, the creation of rich services
comes as a result. Smart Gateway and Fog-based
communication architecture can be seen in Figure 3.

r Application/Service

3 Simple

*« Processing

@ /

Conventional Communication

Smart Communication (Feedback Based)

Figure 9. Smart Network with Smart Gateway (This figure is adapted from Azam et al., 2014)

Considering these aspects, Figure 4 illustrates
the layered architecture of the Smart Gateway. The
virtualization and physical layer oversee the maintenance
and management of Wireless Sensor Networks (WSNSs),
physical nodes, virtual sensor networks, and virtual nodes
as per requirements. The monitoring layer is responsible
for monitoring the activities of underlying networks and
nodes. It tracks which tasks are being executed by each
layer, their timing, and the subsequent requirements.
Power consumption across devices or nodes is also
monitored here to facilitate timely and effective
measures. The preprocessing layer handles data
management tasks. It undertakes essential steps on
collected data, such as filtering and trimming, to extract
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necessary and meaningful information. Subsequently,
Fog resources temporarily store the data. Once the data is
forwarded and uploaded to the cloud, and local storage is
no longer necessary, it is removed from storage. Wireless
Sensor Networks (WSNs) and loT systems may generate
private data, particularly in applications like smart
healthcare and ubiquitous healthcare services where
patients'  confidential  information is  involved.
Additionally, sensitive data such as location-aware data
must be securely managed. Hence, the security layer
assumes a crucial role in ensuring data protection. Lastly,
the transport layer is responsible for uploading data to the
cloud, enabling the creation of services for users by the
cloud infrastructure.
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Figure 10. The layered architecture of smart Gateway with smart Gateway/Fog (This figure is adapted from

Azam et al., 2014 then edited).

I11. Evolution: This section focuses on assessing the
performance of communication between the cloud and
the gateway, conducted within a test environment
involving respective devices. Upload Bulk data sets
comprised heterogeneous files of various sizes, types, and
formats, representing multiple loT sources. The cloud
employs diverse scheduling algorithms such as first-in-
first-out and shortest-job-first for handling different file

types, influencing overall storage performance. To ensure
robustness against varying network conditions,
evaluations were conducted exhaustively over six weeks,
spanning different times of day, weekends, and
weekdays. Ultimately, average results were derived for
analysis. For instance, the average time taken to upload a
30MB video file to the cloud was found to be 97 seconds,
as depicted in Scatter Graph 1.
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When content within the cloud requires system must reconfigure its URLs, ensuring each file

relocation or modification of its attributes, the cloud
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maintains a unique identity or web identity.
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Synchronization becomes necessary to accommodate
these attribute changes or relocations. In environments
where a service is accessed by multiple users or nodes
concurrently, a collaborative setup must be established,

which demands additional time for synchronization and
content updates. The average synchronization time for
data is illustrated in Doughnut Chart 1.

Upload Delay to cloud

M Synchronization
delay (3.6 sec)

i Synchronization for
Collaborative of
Work(7.9 sec)

Jitter becomes particularly significant during
multimedia content transmission, as the cloud must
transcode such content to suit the receiving devices.
Given that the cloud offers a unified service, it must
gather and synchronize various contents generated by
different 10T devices. Transcoding operations can impact
performance and unexpectedly introduce jitter in traffic.
In the second evaluation scenario, bulk data sets were
utilized, with each set containing 200MB of data.
IV. CoT and its application in various fields: The CoT
marks the convergence of two groundbreaking
technologies: the 10T and cloud computing. This fusion
has created a potent paradigm that enhances traditional
10T solutions by harnessing the scalability, adaptability,
and computational prowess inherent in cloud platforms.
The resulting CoT concept harbors vast potential across
various domains. Our examination will define CoT and
illuminate its applications across diverse fields. CoT is
essentially a holistic framework that melds 10T devices
and sensors with cloud computing infrastructure. In
simpler terms, it amplifies the capabilities of
conventional 10T by delegating certain tasks to the cloud
for processing. This integration facilitates efficient data
storage, analysis, and management, thereby augmenting
the overall functionality and performance of 10T systems
[46; 49; 55].

Key Components of CoT such as loT Devices and
Sensors: These are tangible devices furnished with
sensors and actuators, responsible for gathering and
transmitting data to the cloud. Connectivity: Dependable
and secure communication channels, such as the internet
or dedicated networks, facilitate smooth data
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However, for the sake of simplicity, only the evaluation
results for a 15MB bulk data set are presented in Scatter
Graph 2 below.

Different types of files are required to be

uploaded in the bulk data set, synchronization delay
requires more time. Bar chart no. 1 shows the time
difference taken by the multimedia 30MB files and bulk
data of 15MB which is more than twice in synchronizing
file
transmission between 10T devices (such as smartphones,
tablets, digital cameras, etc.) and the cloud. Cloud
Computing Infrastructure: The CoT ecosystem relies on
cloud servers, storage, and computing resources, serving
as its foundational elements. These resources enable
scalable and on-demand processing of data generated by
IoT devices. Data Analytics and Machine Learning:
Sophisticated analytics and machine learning algorithms
deployed within the cloud are instrumental in extracting
valuable insights from the vast volumes of data produced
by 10T devices [74; 75].
Applications of CoT: CoTs have numerous applications,
particularly in reshaping urban environments into smart
cities. 10T devices integrated into infrastructure elements
like traffic lights, waste management systems, and energy
grids collect data, which is then processed in the cloud
[76; 85]. This enables real-time monitoring, optimization,
and management of city resources [80].

In the healthcare sector, CoT plays a crucial role
in improving patient care and maximizing resource
efficiency. Wearable devices and health monitoring
sensors gather patient data, which is subsequently sent to
the cloud for analysis. Healthcare professionals gain
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access to real-time information, facilitating prompt
interventions and tailored treatment strategies [81; 54;
68].

In industrial environments, CoT plays a vital
role, with 10T devices overseeing equipment, monitoring
production processes, and guaranteeing operational
effectiveness. Cloud-based analytics offer valuable
insights into machine health, predictive maintenance, and
production streamlining [53].

CoT significantly enhances precision farming
practices by utilizing 10T sensors for tasks such as soil
monitoring, weather forecasting, and crop health analysis
in agriculture. Cloud-based platforms aid farmers in
making informed decisions based on data, optimizing
resource allocation, and ultimately enhancing crop yields
[ 63; 79).

CoT has revolutionized the retail landscape by
employing 10T devices for inventory management,
customer analytics, and personalized marketing. Cloud-
based solutions empower retailers to streamline
operations, enhance supply chain management, and
deliver tailored shopping experiences [45].

Introduce the relevance of CoT in animal and
veterinary sciences: In the field of animal and veterinary
sciences, the integration of the CoT marks a significant
advancement, heralding a transformative era for animal
care, monitoring, and research [65; 84]. Through the
deployment of 10T devices and sensors, veterinarians and
researchers can access real-time data on various aspects
of animal health, behavior, and environmental conditions
[70; 57]. These devices, integrated into wearables or
strategically positioned in animal habitats, facilitate
continuous monitoring and data collection [66].
Leveraging the cloud-based infrastructure of CoT enables
the storage and analysis of extensive datasets, facilitating
comprehensive insights into animal well-being, early
disease detection, and behavioral patterns [47; 83; 68].
This not only enhances the effectiveness of veterinary
care but also opens up new avenues for research,
advancing our understanding of the intricate health
dynamics across diverse species. The CoT in animal and
veterinary sciences represents a significant leap forward
in providing holistic, data-driven solutions to enhance
animal welfare and deepen our comprehension of their
health and behavior.

Highlight the challenges in traditional animal health
monitoring: Traditional methods of animal health
monitoring encounter numerous challenges that hinder
their effectiveness in ensuring the well-being of animals.
Manual observation techniques, often conducted
infrequently, struggle to capture real-time data and may
result in delayed detection of health issues. The
subjective nature of human observation introduces
inconsistencies, as different observers may interpret
animal behavior differently. Resource-intensive practices
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pose a significant constraint, especially in large-scale
farming or research settings, where the labor-intensive
nature of traditional monitoring can be costly and
inefficient. Moreover, the inability to monitor animals in
remote or expansive areas, along with the absence of
early warning systems, limits the efficacy of traditional
approaches. Cumbersome data management processes,
reliant on paper-based records and manual entry, further
impede the efficient analysis and sharing of health-related
information. These challenges underscore the necessity
for more advanced and technologically integrated
solutions, such as the CoT, to revolutionize animal health
monitoring and management [61; 78].

V. Overview of CoT in Veterinary Sciences

Detail the integration of CoT in veterinary practices:
The incorporation of the CoT into veterinary practices
marks a significant shift in animal healthcare by
harnessing the capabilities of loT devices and cloud
computing. In this framework, wearable sensors and
monitoring devices affixed to animals gather real-time
data on vital signs, activity levels, and health markers.
This data is seamlessly transmitted to the cloud, where it
undergoes thorough analysis utilizing advanced
algorithms  and  machine learning  techniques.
Veterinarians can access a centralized platform, enabling
them to remotely monitor animals' health status, identify
early signs of illnesses, and take proactive measures. This
integration not only enables continuous monitoring but
also enhances the efficiency of diagnostics and treatment
planning. Furthermore, cloud-based storage ensures
secure and accessible health records, fostering
collaboration among veterinary professionals. By
combining 10T's real-time monitoring capabilities with
the computational power of cloud infrastructure, CoT
significantly enhances the quality of care, facilitates
preventive measures, and advances the overall
management of animal health in veterinary practices [68].

Discuss the importance of real-time data in animal
health management: Real-time data plays a pivotal role
in managing animal health by providing immediate
insights into the well-being of animals. In veterinary
practices, continuous monitoring through real-time data
enables the prompt detection of abnormal behavior,
deviations in vital parameters, or early signs of illnesses.
This immediacy allows veterinarians to intervene swiftly,
offering timely medical attention and enhancing the
likelihood of  successful  treatment  outcomes.
Additionally, real-time data is crucial for preventive care,
as it facilitates the identification of potential health risks
before they escalate. In agricultural settings, real-time
monitoring of livestock conditions ensures timely
responses to environmental factors or disease outbreaks,
thereby safeguarding animal welfare and optimizing
production efficiency. The significance of real-time data
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in animal health management transcends diagnostics; it
empowers professionals to make informed decisions
promptly, contributing to enhanced overall health,
reduced mortality rates, and improved resource allocation
across various animal care contexts [60].

Explore how CoT improves the efficiency of data
collection and analysis:  The integration of CoT
markedly enhances the efficiency of both data collection
and analysis by seamlessly merging loT devices with
cloud computing infrastructure. Unlike traditional
systems, which often rely on manual methods for data
collection that can be sporadic, CoT enables continuous
and real-time acquisition of data from numerous
connected sensors and devices. This data is then
transmitted to the cloud, where it can be securely stored
and scaled up as needed. Leveraging cloud computing
resources, such as powerful servers and advanced
algorithms, facilitates rapid and efficient analysis of the
vast datasets generated by these I0T devices. This
streamlined process not only ensures the availability of
up-to-date information but also enables the extraction of
valuable insights through advanced analytics, machine
learning, and predictive modeling. By automating and
expediting the data collection and analysis pipeline, CoT
optimizes decision-making processes across various
domains, fostering a more agile and responsive approach
to managing information and enhancing overall system
efficiency [67]. In Smart Dairy Farming, 10T plays a
crucial role in monitoring resources by connecting
various elements within mixed dairy farms, such as
buildings (e.g., barns), equipment and vehicles (e.g.,
milking machines and rural tractors), and even livestock
(e.g., dairy cattle). Moreover, by planning, developing,
and implementing loT systems and infrastructure, it is
possible to reduce costs associated with monitoring,
processing, and networking resources in the Cloud,
thereby enhancing service response times and improving
the Quality of Service [87].

VI. Wearables and Sensors
Monitoring

in Animal Health

Examine the role of wearables and sensors in
collecting animal health data: Wearables and sensors
play a pivotal role in gathering animal health data,
providing a non-intrusive and continuous monitoring
solution [70]. Specifically designed for animals, these
devices are equipped with various sensors that measure
vital parameters such as heart rate, temperature, activity
levels, and even location [71]. In veterinary practices,
wearables offer a real-time stream of data, enabling
comprehensive tracking of an animal's health status. For
instance, in livestock farming or wildlife conservation,
wearables facilitate monitoring of individual and group
behaviors, aiding in the early detection of anomalies or
signs of distress. The data collected from wearables not
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only enhances diagnostic precision but also supports
preventive care by identifying patterns or deviations that
may indicate potential health issues. Through seamless
integration with the CoT, these wearables ensure that
collected data is transmitted to the cloud for centralized
storage and analysis, enabling veterinarians, researchers,
and farmers to make informed decisions based on
accurate and up-to-date information. The role of
wearables and sensors in animal health data collection
exemplifies the advancement in monitoring capabilities,
promoting proactive and personalized care for animals
across various domains [66].

According to Al-Tamimi et al. (2019), in their
study investigating the efficacy of the Wolff-Chaikoff
effect phenomenon in mitigating thermophysiological
responses of rats (as an animal model) exposed to acute
heat stress, radiotelemetric transmitters linked to
compatible receivers and operated by a data acquisition
software were utilized. The system permitted real-time
measurement (at 30-minute intervals) of core body
temperature, locomotive activity, and heart rate
simultaneously [85].

Provide examples of wearable devices used in
veterinary medicine: Various wearable devices have
been developed for veterinary medicine, enhancing
animal monitoring and care significantly. For instance,
smart collars equipped with sensors like accelerometers
and GPS are widely utilized for tracking the activity
levels and location of pets, livestock, or wildlife [49; 50].
These collars offer valuable insights into an animal's
behavior, aiding in the detection of changes that may
indicate health issues or distress [64]. In livestock
farming, smart ear tags featuring temperature and
movement sensors are employed to monitor the health
and well-being of individual animals, allowing farmers to
identify potential illnesses early on [73; 56]. Moreover,
implantable  microchips  with  temperature  and
identification capabilities are utilized in research settings
to track physiological parameters and individual animal
data over extended periods [77; 52]. These examples
illustrate the versatility of wearable devices in veterinary
medicine, providing a range of monitoring solutions
tailored to different animal species and healthcare needs.
Integrating such wearables with CoT technologies further
enhances their utility by enabling real-time data
transmission and cloud-based analytics for more
comprehensive insights. In the context of animal
behavior, Manteuffel (2019) demonstrated that simple
sensors for measuring animal behavior can be
advantageous due to their minimal power requirements
and straightforward signal interpretation [85].

Discuss the benefits of continuous monitoring for
early disease detection: Continuous monitoring of
animal health through technologies like wearables and
sensors offers a plethora of benefits, with early disease
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detection being one of the most significant advantages.
By continuously gathering and analyzing data on vital
parameters, behaviors, and physiological changes, these
monitoring systems can identify subtle deviations from
normal patterns. Prompt detection of early signs of
illness, such as changes in activity levels, abnormal heart
rates, or temperature variations, allows veterinarians and
caretakers to intervene before the disease progresses to an
advanced stage. This proactive approach not only
increases the likelihood of successful treatment but also
minimizes the impact on the animal's well-being. Early
disease detection holds particular importance in
agricultural settings, where livestock health directly
influences production efficiency, and in wildlife
conservation efforts, where swift responses to diseases
can prevent outbreaks and safeguard endangered species.
When integrated with advanced analytics and cloud-
based technologies, continuous monitoring becomes a
potent tool for protecting animal health and ensuring
timely interventions [59]. Early disease detection can be
facilitated by monitoring the amplitude of ruminal
contractions in cattle, as they are affected by metabolic
diseases such as ruminal acidosis and other illnesses
causing discomfort. Wireless sensors designed for rumen
pH measurement provide a high-resolution recorder,
simplifying the identification of rumen acidosis. These
rumen pH sensors enable continuous pH measurement in
individual animals [89].

VII. Centralized Data Storage and Collaboration

Explore how CoT enables centralized storage of
veterinary data: CoT revolutionizes veterinary data
management by facilitating centralized storage. In
traditional veterinary practices, patient records, test
results, and health histories are often scattered across
various physical locations or systems, posing challenges
in terms of access and collaboration. However, CoT,
utilizing cloud computing infrastructure, enables the
secure and centralized storage of vast amounts of
veterinary data. This centralized repository not only
simplifies data access for veterinarians but also ensures
that critical information is consistently updated and
available in real-time. Cloud-based storage enhances
collaboration among veterinary professionals, enabling
seamless sharing of data for consultations, research, or
second opinions. Moreover, centralized storage through
CoT guarantees data security, as cloud platforms employ
robust measures to safeguard sensitive information. This
shift in data storage practices not only enhances the
efficiency of veterinary practices but also sets the stage
for advanced analytics and machine learning applications,
promoting a more data-driven and collaborative approach
to animal healthcare [62].

Advantages of collaborative data sharing among
veterinarians:  Collaborative data sharing among
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veterinarians  presents numerous advantages that
significantly enhance the quality of animal healthcare.
The ability to share and access data in real-time fosters a
collaborative approach to diagnosis and treatment
planning. Veterinarians can tap into a collective pool of
knowledge, experiences, and expertise, leading to more
accurate and well-informed decisions. This collaborative
exchange proves particularly beneficial in complex or
rare cases, where insights from diverse perspectives can
be invaluable. Moreover, shared data facilitates seamless
communication  between  veterinary  professionals,
facilitating quick consultations and second opinions. The
cumulative knowledge generated through collaborative
data sharing contributes to ongoing research efforts, the

development  of  standardized  protocols, and
improvements in  overall  veterinary  practices.
Additionally, collaborative data sharing supports

epidemiological studies, enabling the identification of
emerging health trends and the implementation of
preventive measures, thereby advancing the field of
veterinary medicine and enhancing the well-being of
animals [72].

Highlight the role of cloud-based platforms in
fostering research collaboration: Collaborative data
sharing among veterinarians yields numerous advantages
in the realm of animal healthcare. By nurturing a culture
of shared information, veterinarians collectively harness a
wealth of knowledge and experiences. Access to a
centralized repository of veterinary data facilitates
informed decision-making, particularly in intricate cases
where diverse perspectives are invaluable. Collaborative
data sharing enhances diagnostic precision, treatment
planning, and overall patient care. It streamlines
consultations, enabling veterinarians to seek input from
colleagues, specialists, or even remote experts. This
collaborative approach not only enhances care quality but
also contributes to ongoing research endeavors and the
establishment of best practices in veterinary medicine.
Furthermore, shared data can be anonymized and
aggregated, serving as a basis for epidemiological studies
and the detection of emerging trends or disease patterns,
thereby propelling the field forward and improving
animal health outcomes [51].

VI1I1l. Remote Monitoring and Precision Farming

Detail how CoT facilitates remote monitoring of
animals in diverse environments: CoT assumes a
crucial role in facilitating remote monitoring of animals
across diverse environments by integrating 10T devices
and cloud computing. In contexts like wildlife
conservation, agriculture, and large-scale farming,
strategically placed loT sensors and wearables gather
real-time data on animals' location, health metrics, and
behavior [82; 48]. This data is seamlessly transmitted to
the cloud, where it can be accessed and analyzed from
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any location with internet connectivity. The cloud
infrastructure serves as a centralized platform for
continuous monitoring, enabling caretakers, researchers,
and veterinarians to remotely observe and assess the well-
being of animals. Whether tracking the movements of
endangered species, monitoring livestock on expansive
farms, or studying wildlife behavior in remote
ecosystems, CoT ensures that essential information is
available in real-time, facilitating prompt interventions
and deepening our understanding of animals in various
environments [58].

Discuss the impact of CoT on precision farming
practices in veterinary sciences: CoT is revolutionizing
precision farming practices within veterinary sciences by
introducing advanced monitoring capabilities and data-

driven  decision-making processes. Through the
utilization of 1oT devices like smart collars or
implantable sensors on livestock, continuous data

collection on animal health, behavior, and environmental
conditions occurs. This real-time data is then transmitted
to the cloud for analysis, yielding valuable insights. This
enables veterinarians and farmers to make informed
decisions regarding individual animal care, herd
management, and resource optimization. CoT greatly
enhances precision farming by facilitating remote
livestock monitoring, early detection of health issues, and
targeted interventions. Consequently, this results in
enhanced animal welfare, optimized breeding programs,
and more efficient resource allocation in agriculture,
ultimately fostering sustainability and productivity within
veterinary practices operating within the realm of
precision farming [69].

IX. Use of 10T based systems for precise monitoring of
poultry farm management: Poultry farming stands as a
significant global industry, with the production and
consumption of chicken meat experiencing rapid growth
[40]. However, the poultry production sector, particularly
concerning broiler chickens, faces substantial challenges
from climate change due to the birds' susceptibility to
environmental changes [41]. Implementing continuous
monitoring and regulation of factors such as temperature,
humidity, ammonia, carbon monoxide, carbon dioxide,
and other critical parameters within poultry sheds can aid
in mitigating adverse environmental impacts and
optimizing conditions for both chicken health and meat
production [42].

Recent research endeavors have concentrated on
the development of intelligent IoT based systems to

facilitate real-time monitoring and data-centric
management of poultry farms. These proposed systems
incorporate  wireless sensor networks to gather

environmental data, transmit it to central servers, and
generate alerts when preset thresholds are surpassed [43;
44]. These sensors are capable of monitoring various
parameters including temperature, humidity, gases such
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as CO2 and NH3, water levels, and more. Furthermore,
the integration of cloud computing, machine learning,
and automation techniques enables the analysis of
collected data and the automatic control of farm
equipment. Lashari et al. [43; 119; 156] illustrate an loT
system employing custom technology for this purpose.
Arduino-based sensor nodes equipped with LoRa
wireless communication were deployed in a commercial
poultry farm located in Pakistan. These nodes monitored
various parameters including temperature, humidity,
oxygen levels, CO2, CO, and NH3 concentrations. The
system reported that temperatures and humidity remained
within acceptable ranges, CO2 levels were elevated but
not hazardous, and NH3 concentrations remained
consistently low. Real-time data and alerts provided by
this system allowed farm managers to optimize
conditions for the health and growth of broilers. This
research underscores the advantages of loT-based
monitoring in promoting sustainability within poultry
production.

In essence, loT-enabled smart systems hold the
potential for enhancing poultry farm management,
boosting productivity, ensuring the welfare of birds, and
mitigating  environmental impacts. With  further
advancements in 10T, automation, and data analytics
techniques, the evolution towards next-generation "smart
farming" can foster more sustainable practices within the
global poultry industry (see Table 3).

Using modern technology in poultry and livestock
farming: In the 21st century, the global population
growth rate averages about 1.14 annually, with an
estimated 784 million people experiencing hunger [91].
Following the COVID-19 pandemic, there was optimism
that the world would strive for improvement [116; 91].
However, challenges related to food security and world
hunger persistently increased. Employing modern farm
systems to enhance the production of animal protein,
such as meat, milk, and eggs, can reduce production costs
through the utilization of this technology [90, 111, 112;
115]. Mechanized remote monitoring and identification
of animal welfare indicators through real-time data
analysis of body metrics may advance biological
measurements in livestock and poultry [92]. Numerous
studies have assessed physiological parameters using
sensing technology. For instance, in cattle farming,
various sensors such as video and photo sensors, infrared
thermography, motion sensors, and wearable devices like
collars and halter sensors were utilized to evaluate
behaviors related to rutting span, back posture, eye orbital
temperature, grazing, feeding, lameness, and respiratory
rate [93, 94, 95, 96, 97, 98, 99, 100, 101, 102]. Similarly,
in small ruminant research involving sheep and goats,
digital infrared thermal imaging and accelerometers were
employed to measure eye and muzzle temperature and
body acceleration [103]. In monogastric animal farming
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such as pigs and broilers, researchers utilized various
sensors including pressure mats, accelerometers, infrared
cameras, and microfluidics-based biosensors to measure
parameters such as gait, locomotion, drinking behavior,
body temperatures, conformation, posture, movement,
and vocalizations [104, 105, 106, 107, 108, 109, 110;
163]. In summary, modern technology enables the
evaluation of various biological, metabolic, physical,
immunological, and behavioral parameters associated
with animal physiology, aiding in improving performance
quality, quantity, and profitability. This includes
monitoring feed and water intake behavior, emotional
contagion, heart rate, respiration rate, core temperature,

metabolism, immune function, diseases, vocalizations,
movement, and posture to enhance overall performance
[133:]

X. Overview of CoT in Food Sciences

Precision  Agriculture: CoT enables precision
agriculture by integrating loT sensors, drones, and
satellite imagery with cloud-based analytics. Farmers can
monitor soil moisture levels, nutrient content, and crop
health in real time, allowing for optimized irrigation,
fertilization, and pest control (See Table 4). This leads to
higher crop yields, improved resource efficiency, and
reduced environmental impact [149].

Table 3: Precision farming practices in animal sciences.

Application Researchers Tools/Software/Instruments Function

Health 221; 209 CowManager, Smartbow, Allflex Monitor vital signs, and activity intensities, and

Monitoring Livestock Intelligence act as health indicators for early detection of
diseases

Reproductive 215; 222 MooMonitor+, Heatime, Monitor/manage reproductive health i.e.

Management SenseHub pregnancy diagnosis and estrus detection.

Nutritional 219; 208 DairyComp 305, TMR Tracker, These are precision feeding systems that optimize

Management FeedWatch the feed composition and deliver feeds according
to each animal’s needs.

Environmental  207; 211 VES-Artex, ThermoPlus, These systems control environmental factors like

Control ClimateMinder temperature, relative humidity, and ventilation.

Behavioral 217; 212 IceQube, EarTags, Nedap Monitor animals' behavior for goodness and

Analysis Livestock Management welfare, identify stress factors, and improve
managemental factors.

Genetic 226; 223 CLARIFIED, GeneSeek, Analyze genetics data to improve breeding

Improvement Breedplan programs and exploit desirable traits.

Disease 225; 214 Vet-Sentry, Zoetis Bioportal, Real-time monitoring systems and data analytics

Surveillance Biocheck.Ugent that detect/manage disease outbreaks.

Precision 210; 218 Agersens eShepherd, PastureMap,  Manage grazing patterns and use of pastures to

Grazing Gallagher SmartFence enhance forage availability to animals and
improve animal health.

Precision 213; 220 Idexx Laboratories, VetMax, Improving medical treatments to individual

Medicine Zoetis Vetscan animals based on behavioral, genetic, and health
data.

Automated 216; 224 DelLaval VMS, Lely Astronaut, These are robotic systems that automate the

Milking GEA DairyRobot milking process, track cow health, and monitor

Systems (AMS) milk quality.

Table 4: Precision agriculture Production

Application Scientists and Software/Instruments Function
coworkers
Soil Monitoring 194 Sentek Drill & Drop, Monitoring soil conditions (moisture, pH,

Teralytic, AquaSpy

nutrient levels) for optimized crop management.
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Variable Rate 191; 205 John Deere Rate Controller,

Technology (VRT) Raven Viper 4+

Crop Monitoring 197;201; 206  FieldAgent, DroneDeploy,
CropX

Irrigation 193; 188 Hortau, Netafim, Reinke VRI

Management

Yield Monitoring 195; 190 Trimble Yield Monitoring,
Ag Leader Yield Monitor

Farm 189; 195; 199  Granular, FarmLogs, Climate

Management FieldView

Software

Pest and Disease 197, 201 TrapView, Xarvio, Taranis

Management

Drones/UAVs 197; 203 Parrot Bluegrass, DJI Agras,
SenseFly eBee

Satellite Imagery Houborg & GeoSys, Planet Labs, SatSure

McCabe, 2018

Application of inputs (seeds, fertilizers,
pesticides) at variable rates based on field data.
Remote sensing technologies to monitor crop
health, growth, and development.

Optimizing irrigation schedules and amounts
based on soil and weather data.

Tracking and analyzing crop yields during
harvest to assess field variability.

Integrating various data sources for
comprehensive farm management and decision
support.

Identify and manage pest and disease outbreaks
using data analytics and remote sensing.
Employing drones for detailed field surveillance
and data collection.

Using satellite images for large-scale
monitoring and management of agricultural
fields.

Automated Griffinetal.,  Case IH AFS, John Deere Utilizing GPS-guided machinery for planting,

Machinery 2017 AutoTrac, New Holland harvesting, and other field operations.
IntelliSteer

Weather 204 WeatherBug, DTN, IBM Using precise weather data and forecasts to

Forecasting Weather Company make up-to-date farming decisions.

Smart Greenhouses: 10T sensors deployed in provide personalized diet recommendations and

greenhouses can monitor environmental parameters such
as temperature, humidity, light intensity, and CO2 levels.
Cloud-based analytics analyze this data to create optimal
growing conditions for crops, resulting in higher
productivity and quality. Automated systems can also
adjust environmental controls and irrigation schedules
based on real-time data, reducing manual labor and
operational costs [125; 148].

Food Safety and Quality Control: CoT facilitates
continuous monitoring of food safety parameters
throughout the production and distribution process.
Sensors embedded in equipment and packaging detect
contaminants, spoilage, and deviations from quality
standards (See Table 5). Cloud-based analytics analyze
this data to identify potential risks and ensure compliance
with regulatory requirements, ultimately enhancing food
safety and consumer confidence [143].

Supply Chain Visibility: CoT provides end-to-end
visibility into the food supply chain, from farm to fork.
I0T sensors track the location, temperature, and condition
of food products during transportation and storage.
Cloud-based platforms aggregate and analyze this data,
enabling stakeholders to optimize logistics, reduce waste,
and respond quickly to quality issues or recalls [144].

Personalized Nutrition: CoT enables personalized
nutrition solutions by leveraging loT devices, wearable
sensors, and mobile apps. Individuals can track their
dietary intake, physical activity, and health metrics in
real-time. Cloud-based algorithms analyze this data to

333

behavioral insights, helping people make healthier food
choices and manage chronic conditions [145].

Food Traceability and Authentication: CoT enhances
food traceability and authentication through the use of
blockchain technology and 10T devices. Each step in the
food supply chain is recorded and verified on a
decentralized ledger, ensuring transparency and integrity.
Consumers can scan QR codes or NFC tags on product
packaging to access detailed information about its origin,
production methods, and safety certifications [146].

Smart Packaging and Labeling: loT-enabled smart
packaging and labeling solutions provide real-time
information about food freshness, storage conditions, and
expiration dates. Sensors embedded in packaging detect
changes in temperature, humidity, and gas composition,
alerting consumers to potential spoilage or
contamination. Cloud-based platforms also enable
interactive packaging features, such as augmented reality
experiences and digital content delivery [147]. CoT
technology offers tremendous opportunities to improve
food safety, quality, sustainability, and consumer
engagement in the field of food sciences. By leveraging
10T sensors, cloud-based analytics, and smart connected
devices, food companies can optimize production
processes, enhance supply chain visibility, and deliver
personalized experiences to consumers. However, it's
essential to address challenges related to data privacy,
security, and interoperability to realize the full potential
of CoT in food sciences.
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X. Conclusions and Future Recommendations: The
present review intends to determine the expansion of 10Ts
and integration with cloud computing, for the efficient
utilization of resources as well as for the provisioning of
more useful and enhanced services to the users. For
improved and rapid service provision, preprocessing and
trimming the data earlier to transport it to the cloud is
important. The present progress/revolution in computer
science has communicated based on Smart Gateway, with
Fog computing, to help lessen the burden on the cloud
and with the purpose of smart communication.
Communication overhead is also alleviated by this for the
main network. Such an approach allows the cloud to offer
improved services for the users and Fog computing can
help to make real-time delay-sensitive applications from
normal communication. This model of CoT, with Fog
computing and  smart  gateway-based  smart
communication, will give a good portfolio of services.
Moreover, an assessment of performance based on
numerous parameters and with a comprehensive method
will help to make rapid progress in digital services. In
conclusion, the adoption of the CoT in animal and
Table 5: An overview of the CoT in food sciences

veterinary sciences brings forth a transformative wave of
benefits. CoT seamlessly integrates loT devices,
wearables, and cloud computing, revolutionizing the way
animals are monitored, diagnosed, and cared for. The
real-time data collection and analysis capabilities
empower veterinarians, researchers, and farmers with
immediate insights into animal health, enabling early
disease detection, timely interventions, and improved
overall well-being. The centralized storage of veterinary
data facilitates collaboration, standardization, and data-
driven decision-making. CoT's impact extends to diverse
environments, allowing for remote monitoring of animals
in wildlife conservation, precision farming, and large-
scale agriculture. Furthermore, the technology supports
precision farming practices, optimizing resource
utilization and contributing to sustainable and efficient
agricultural practices. In essence, the adoption of CoT in
animal and veterinary sciences not only elevates the
quality of care but also paves the way for advancements
in research, collaboration, and the overall management of
animal health across various domains.

Application Researchers Tools/Software Description

Supply Chain 182; 172 IBM Food Trust, Oracle Cloud CoT platforms manage and track the food

Management SCM, SAP Cloud Platform supply chain from farm to table.

Inventory 170; 177 ClearMetal, Microsoft Azure IoT  CoT systems manage food stock rotation,

Management Hub, Tive inventory levels, and expiration dates.

Food Safety 169; 178 FoodLogiQ, SafeTraces, Cloud platforms and Sensors monitor food

and Quality SmartSense quality and safety parameters in real-time.

Control

Predictive 176; 173 GE Predix, Siemens MindSphere,  Predicting maintenance of types of equipment

Maintenance of food processing using 10T data analyzed in
the cloud.

Traceability 181; 168 Honeywell Traceability CoT allows detailed traceability of food

Solutions, TraceLink products by the supply chain.

Energy 185; 179 EnerNOC, Schneider Electric Enhance energy efficiency use in food storage

Management EcoStruxure, and processing services through CoT.

Smart Farming 186; 184 Climate FieldView, John Deere Cloud technologies and Integrating loT for

Operations Center agriculture precision and practices of smart

farming.

Environmental 168; 174 TempTRIP, Monnit, Sensitech Monitor environmental factors/conditions such

Monitoring as temperature, relative humidity, and CO,
concentrations in food storage and food
processing facilities.

Waste 171; 180 Spoiler Alert, Wasteless, Manage food waste and optimize waste-

Management Leanpath reducing approaches using CoT.

Consumer 183; 175 Provenance, ripe.io, IBM Enhance consumer commitment through

Engagement Blockchain translucent information on food sourcing and
production.
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